Cuckoo Filters



Outline for Today

- Approximate Membership Queries
e Storing sets... sorta.

 Bloom Filters
« The OG AMQ structure.

 Cuckoo Filters

« Beating Bloom filters with modern
techniques.



Where We're Going



A

The site ahead contains malware

Attackers currently on example.com might attempt to install dangerous programs on
your computer that steal or delete your information (for example, photos, passwords,
messages, and credit cards). Learn more

‘ Details ‘ Back to safety

Web browsers can store a list of malicious URL domains using

one byite per URL, guaranteeing any bad URL will be flagged,
with a false positive rate of <1%. How is this possible?




fired signifies, in the final sense, a theft from those who
hunger and are not fed, those who are cold and are not
clothed. This world in arms is not spending money alone. It is

is this: a modern brick school in more than 30 cities. It is two
electric power plants, each serving a town of 60,000
population. It is two fine, fully equipped hospitals. It is some
50 miles of concrete highway. We pay for a single fighter plane

destroyer with new homes that could have housed more than
8,000 people. This, I repeat, is the best way of life to be found

at all, in any true sense. Under the cloud of threatening war, it
is humanity hanging from a cross of iron.

Spellcheckers can store a list of all words in English using
one byite per word, never flagging a correctly-spelled word, and
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Approximate Membership Queries



Exact Membership Queries

 The exact membership query problem
is the following:

Maintain a set S in a way that
supports queries of the form
“isx € §?”

* It’s not hard to solve this problem by
storing all the elements in the set (e.q.
hash table, balanced BST, etc.)



Exact Membership Queries

 Suppose you’re in a memory-constrained
environment where every bit of memory counts.

 Examples:

* You're working on an embedded device with some
maximum amount of working RAM.

* You're working with large n (say, n = 10°) on a
modern machine.

 You're building a consumer application like a web
browser and don’t want to hog all system resources.

* Question: How much memory is needed to solve
the exact membership query problem?



A Quick Detour



Goal: Design a simple data
structure that can hold a

single one of the objects VAV
shown to the right. <lOl>
> PYA

What is the minimum Q1010 OO1 010

number of bits (not words)

required for this data
structure in the worst case? é @ @

We can get away with three
bits by numbering each 011 100 101

item and just storing the
number.

Question: Can we do O jﬁi
better? 110 111




Goal: Design a simple data
structure that can hold a

single one of the objects VAV
shown to the right. <lOl>
> PYA

Claim: Every data OO P01 0610

structure for this problem

must use at least three bits
of memory in the worst
case.

Proof: If we always use two 011 100 101

or fewer bits, there are only

23 -1 =7 combinations of
those bits, not enough to
uniquely identify one of the

eight different items. 110 111




Theorem: A data structure
that stores one object out
of a set of k possibilities
must use at least 1g k bits
in the worst case.

Proof: Using fewer than
lg k bits means there are
fewer than 29% = k possible
combinations of those bits,
not enough to uniquely
identify each item out of
the set.
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ORe;

000 001 010

O

011 100 101

110 111



Question: How much
memory is needed to
solve the exact
membership query
problem?

Suppose we want to
storeaset S C U of
sizen < U. How
many bits of memory
do we need?

Number of n-element
subsets of universe U:

U
n

IV

U




Bitten by Bits

e Solving the exact membership query
problem requires approximately
bits of memory in the worst case,
assuming |U| > n.

* If we’re resource-constrained, this might
be way too many bits for us to fit things in
memory.

« Think n = 102 and U is the set of all possible
URLSs or human genomes.

e Can we do better?



Approximate Membership Queries

 The approximate membership query problem
is the following:

Maintain a set S in a way that gives
approximate answers to queries of the form
“isx € §?2”

 Questions we need to answer:

« How do you give an “approximate” answer to the
question “is x € §?”

* Does this relaxation let us save memory?

e Let’'s address each of these in turn.



Our Model

* Goal: Design our data structures to allow for false
positives (incorrectly stating that x € S) but not false
negatives (incorrectly stating that x ¢ S).

 That is:
 if x € S, we always return true, but
 if x € S, we have a small probability of returning true.

« This is often a good idea in practice.

>
? |
IsxeS? = AMQ Yes: ~ Database Yes! » Yes!
for S for S :
No! No!

- No




Our Model

* Assume we have a user-grovic_ied accuracy parameter
£ €(0,1)and asetS C U of size n < |U|.

* Goal: approximate S so that

* if we query about an x € S, we always return true (no false
negatives);

* if we c%uery about an x ¢ S, we return false with probability 1 - ¢
(we allow for false positives); and

* Our space usage depends only on n and ¢, not on the size of the
universe.

* Question: Is this even possible?

—
w
Yes!

Isxe€S? | AMQ  Yes? paiahase
for S for S

No! No!
~ No

> Yes!




Bloom Filters



The Bloom Filter

* To approximately store a set of n elements, create an
array of m bits, all initially zero.

* Choose d hash functions from U to [m].

* Hash each of the n items to store with the hash
functions, setting all indicated bits to 1.

* To see if x is in the set, hash x with all d hash functions
to get a set of bits to test, then return true if they’re all
set to 1 and false otherwise.

* Any item that was added will always appear present;
items that were not added may produce false positives.

0000011000001010001000010100000001010100

| | | |

hs(161) hi(161) ha(161) h2(161)




The Bloom Filter

 To achieve a false positive rate of € using as few
bits as possible, we pick

d =1g !
hash functions and make an array of
m=Ilge(nlge!)=1.44 nlg €
bits.

 There are lots of great sources online containing
the derivation of these numbers; I recommend
taking a few minutes to read through one of them.



Looking Forward

* As always:

Can we do better?

 To improve on the Bloom filter, we can
either make

 iImprovements to the query time, or

* improvements to the space usage.

« How mig!

nt we do this?

Bits Per Element

Hashes Per Query

Bloom Filter

1.44 1g &

lg €1




Earlier, we saw that storing n elements from
a universe U requires at least n Ig |U]| bits,
assuming |U| > n.

That bound doesn’t apply to us, since
that isn’t what we’re doing here.

Can we get a lower bound
on the number of bits needed?

How much memory is needed to solve
the approximate membership query problem?



Suppose we're storing
an n-element set S with
error rate €.

Intuition: An AMQ
structure stores a set S:
S plus approximately
e|U| extra elements due
to the error rate.

Importantly, we don’t
care which €|U|
elements those are.

How does that affect our
lower bound?

How much memory is needed to solve
the approximate membership query problem?



Clever Idea: We can exactly
describe a set S of size n using
an AMQ, plus some extra bits.

First, write down an AMQ for
S with error rate €. Assume
this needs b bits.

This AMQ encodes a set S of
size roughly €|U| containing
our set S.

To define S, we need to pick n
elements from the set S, which
has size €|U]|. This requires
n lg (e|U|) bits.

U

Bits to

store the
AMQ
structure

b+ nlg (¢|U|) =2 nlg |U|

Bits needed to Lower bound
select n on any way

items from S of storing n
items from U

How much memory is needed to solve
the approximate membership query problem?



Clever Idea: We can exactly
describe a set S of size n using
an AMQ, plus some extra bits.

First, write down an AMQ for @

S with error rate . Assume U
this needs b bits.

This AMQ encodes a set S of
size roughly €|U| containing
our set S.

b=nlge!

To define S, we need to pick n
elements from the set S, which
has size €|U]|. This requires
n lg (e|U|) bits.

How much memory is needed to solve
the approximate membership query problem?



Theorem: Assuming
e|U| > n, any AMQ
structure needs at least
roughly n 1g €1 bits in the
worst case.

Observation: A Bloom
filter needs

1.44 nlg €7,

bits, within a factor of
~1.44 of optimal.

We can only improve on
this by a constant factor.

How much memory is needed to solve
the approximate membership query problem?



A Historical Note

Bloom filters were invented in 1970.

For the next ~45 years, there were no practical
alternatives that improved on their space usage.

In the last 10 - 15 years, there’s been an explosion
of alternatives to Bloom filters that improve on
their space usage or otherwise improve their
performance.

Bloom filters are essentially obsolete at this
point. If you're working in an environment where
you need one, use an alternative.

What do those alternatives look like?



Cuckoo Filters



From Bloom to Cuckoo

A Bloom filter works by
hashing an item with some fixed number of hash functions,

looking at some positions in a table determined by those hash
functions, and

« using those contents to determine whether the item is in the table.

« If you squint at it the right way, this looks a lot like what a cuckoo
hash table does.

* Question: Can we adapt cuckoo hashing to work as an
approximate membership query?

01110111101110001011110000011110111011116000100011
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Cuckoo Space Usage

Recall: A vanilla cuckoo hash table with two hash
functions holding n items uses ©(n) slots.

Question: Asymptotically, how many bits of memory
are needed to store a cuckoo hash table holding n
distinct elements?

If we store n distinct elements, then we need Q(log n)
bits, on average, for each of those elements.

* Otherwise, we don’t have enough bits to write out n distinct
items.

Total space usage: Q(n log n) bits.

Goal: Reduce this space to O(n log €!) bits, and ideally
be as close to the information-theoretic lower bound as
possible.

OO0 0LOO0O®OV




Cuckoo Space Usage

We need to drop the usage of our cuckoo hash table to
O(n log €1).

Intuition: That sure looks like what you’d get if you
1@1)%{1 an zla)rray of ®(n) slots, each of which was of size
og €1).

"fFlrﬁs isn’t enough space to store each of the items in
ull.

Key Idea: Associate each item with a fingerprint, a
bit sequence of length L. Then, store fingerprints
rather than the items themselves.

* Ideally, we’ll get L = O(log €1).

We can do this by using a hash function f that maps
from items to L-bit sequences.

1000 1101 1000 1011 0110 0001




Cuckoo Filters

A cuckoo filter is a modified cuckoo hash table that stores items’
fingerprints, rather than the full items.

To check whether an item x is present in the cuckoo filter, do the
following:

Hash the item with two hash functions h: and hz to get two table indices.

Hash the item with f to compute its fingerprint.

See whether f(x) is at position hi(x) or h2(x) in the table.
If the item is in the table, this will definitely find it.

If the item is not in the table, there’s a small false positive
probability if we coincidentally find a matching fingerprint.

1000 1101 1@29| 1011 Ly 0110 0001
h1(@®©) h2(®)
@)

»1000




Cuckoo Filters

* Our fingerprints have size L. We’d like our false
positive rate to be €. How should we pick L?

* Suppose we query for x € S. Each lookuch) tests two
Bositions, each of which has at most a 2T probability of

eing f(x).

‘ g\/'Le+c1:an conservatively bound the false positive rate at

* Therefore, we should pick
L=1+Ilg¢&!.

1000 1101 1000 1011 0110 0001




Cuckoo Filters: Two Challenges

* Unfortunately, we’re not done just yet. There
are two issues we need to address.

* Space utilization: Regular cuckoo hash tables max
out with a load factor of a = .

* Displacement logic: There’s a subtle issue that
pops up when determining how to move items
around the table.

* Let’s focus on each of these in turn.

1000 1101 1000 1011 0110 0001




Space Utilization

* Recall: A regular cuckoo hash table (two hash functions, one
item per slot) has a maximum load factor of V.

 [f we want to store n elements in a cuckoo filter, we need at
least 2n slots to keep the load factor below Y.

 FEach slot has size 1 + 1g €, since it stores an L-bit fingerprint.

« Total bits needed: 2n lg €' + 2n. This is worse than a Bloom
filter.

* Question: Can we do better?

1000 1101 1000 1011 0110 0001




Space Utilization

* In our lecture on cuckoo hashing, we saw two strategies for
improving the space utilization of a cuckoo hash table:

 d-Ary Cuckoo Hashing: Pick d = 2 hash functions to determine
where to place items.

 Blocked Cuckoo Hashing: Each table slot can hold b = 1
different items.

« In practice, blocked cuckoo hashing is much faster than
d-ary cuckoo hashing.

« We need to evaluate fewer hash functions, and hash functions can
be a bottleneck.

« There’s better locality of reference, since we only probe two
locations.

 Idea: Improve our space utilization using blocked cuckoo
hashing, sticking with two hash functions.



Space Utilization

* Increasing b, the number of items per slot, will

* increase the load factor of the table, giving better
space utilization, but

* increase the probability of false positives, since each
query looks at more fingerprints (each query now sees
2b fingerprints).

* Question: How should we tune the choice of b?

0100 1060 0111 0110, 1001 (1000 0011 0110 1011
1111 1111 (0011 0100 1110 1001 1111 0010
1110 1160 (1110 1100 1101




Space Utilization

Question: With fingerprints of length L and a block size of b,
what is the probability of a false positive?

Suppose we look up a key x that isn’t in the set. Each query sees
at most %IZ locations, each of which matches f(x) with probability
at most 2.

Via the union bound, the probability of a false positive is at most
e =2b - 2%,
which solves to
L=1ge'+ 1 + 1gb.
Our fingerprint size has to increase as the size of the slot

increases, but not by all that much.
0160, 1600 06111 0110 1001 1600 0011 0110 1011
1111 1111 0011 0100 1110 1001 1111 0010
1110 1100, 1110 1100 1101




Space Utilization

 Here’s the maximum a values we saw for blocked cuckoo hashing.

 If we have n = am items in our table, then our table size needs to be
m = a'' n. Each item requires a fingerprint of (Ig €* + 1 + 1g b) bits.

 Here’s what that looks like for different values of b:
* b= 1:about 2.001g e’ + 2.00 bits per element.
* b= 2:about1.12lg e! + 2.24 bits per element.
* b= 4:about 1.021g &' + 3.06 bits per element.
* b= 8:about1.011ge! + 4.04 bits per element.
* b =16:about 1.001g €' + 5.03 bits per element.

e For common values of g, this is minimized when b = 4 or b = 8.

b=1 b=2 b=4 b =
Max a 0.5 0.897 0.980 0.997
at 2 1.12 1.02 1.01




Space Utilization

 Using b = 4, we get that the space usage
for our cuckoo filter is

1.02 1g €t + 3.006
bits per element.

* For small g, this is strictly better than a
Bloom filter.

b=1 b =2 b=4 b=8
Max a 0.5 0.897 0.980 0.997
a’ 2 1.12 1.02 1.01




The Catch: Displacements



Supporting Displacements

* In a normal cuckoo hash table, insertions
can displace items already in the table.

* Specifically, we may need to move an
item x from position hi(x) to hz2(x), or

vice-versa.
* Problem: Our table stores the
fingerprint of x, rather than x itself. If we

need to displace f(x), how do we
determine which slot to move it to if we

don’t know x?

1000 1101 1000 1011 0110 0001




Supporting Displacements

 Let’s begin with a cute way to choose hash functions for a standard
cuckoo hash table.

« Pickh::U=-{0,1,2,..., m-1}, where U is the universe of possible keys,
assuming the table has m slots, where m is a power of two..

 Pickha:U=-{1,2,3,..., m-1} as an offset hash function that moves us
relative to hi.

« Define h2(x) = hi(x) ® ha(x).

 To displace an item x at position i:
« Compute ha(x) from the value of x in the table.
 Move the item to index i & ha(x).

 Problem: This doesn’t work with fingerprints.

1000 1101 1000 1011 0110 0001




Supporting Displacements

We have f(x), rather than x,
stored in the table.

We can’t evaluate ha(x).

However, we can evaluate ha(f(x)).

 To displace an item x at position i:
Compute ha(x) from the value of x in the table.

Move the item to index i & ha(x).

1000 1101 1000 1011 0110 0001




Supporting Displacements

« Here’s how we can adapt this to work for cuckoo filters.

« Pickhi:U-{0,1, 2,..., m-1}, where U is the universe of
possible keys, assuming the table has m slots.

« Pickha:F-{1,2,3,..., m-1}, where F is the set of possible
fingerprints.

« Define h2(x) = hi(x) ® ha(f(x)).

« To displace a fingerprint f(x) at position i:
« Compute ha(f(x)) from the value of f(x) in the table.
 Move the item to index i & ha(f(x)).

« This will always move the fingerprint from hi(x) to hz(x) or
vice-versa, and doesn’t require knowing x.

1000 1101 1000 1011 0110 0001




Supporting Displacements

* Look closely at the definition of h2(x):
h2(x) = hi(x) ® ha(f(x)).

* Do you notice anything potentially problematic
about this?

 Take an extreme case: suppose our fingerprints

are just a single bit. What can you say about
h2(x)?



Supporting Displacements

Look closely at the definition of hz(x):
h2(x) = hi(x) ® ha(f(x)).

Problem: While hi(x) is uniform over the space
of the table, hz(x) can only take on at most 2t
different values, where 2! is (probably) much
smaller than m, the number of table slots.

This means that the distribution of possible
pairs (hi(x), h2(x)) is not uniform over the table,
invalidating our initial analysis of cuckoo
hashing.

This is not just a theoretical issue.



As L increases, we get
closer to the normal «.

S
=
)
£
o
©
z . ) .
0.3 When L is small, insertions
start failing well below the = m =103
0.2 normal maximum load factor. - m = 10*
0.1 m =107
-+ m = 10°
0 »—m =107
1 2 3 4 5 - 108

Fingerprint Length

Build a cuckoo filter (b = 4) with ™/4 slots and fingerprints of length L.
What is the maximum load factor a where the success probability
of inserting n = am items is at least 99%?



With fewer total items in

S the table, we get a higher
§ load factor.
g
>
G
=
--m=103
0.2 --m =104
01 m=10°
- m = 106
0 »>-m =107
1 2 3 4 5 m = 108

Fingerprint Length

Build a cuckoo filter (b = 4) with ™/4 slots and fingerprints of length L.
What is the maximum load factor a where the success probability
of inserting n = am items is at least 99%?



1
0.9
0.8
0.7
0.6
0.5/
0.4

Maximum «

N A WA

At m = 103, we hit
the maximum «
once L = 2.

=

At m = 108, we hit
the maximum «
once L = b.

At m = 104, we hit
the maximum «
once L = 3.

3
Fingerprint Length

At m = 10°, we hit
the maximum «
once L = 4.

-m=103

--m = 104

m=10°

-+ m = 106°

»>—-m = 107

4 2 m =108

Build a cuckoo filter (b = 4) with ™/4 slots and fingerprints of length L.
What is the maximum load factor a where the success probability
of inserting n = am items is at least 99%7?



Maximum «

0.4 Why do we undershoot
our max load factor

0.3 more as m increases?
--m=103
0.2 --m =104
0.1 m=10°
- m = 106
0 »>-m =107
1 2 3 4 2 m = 108

Fingerprint Length

Build a cuckoo filter (b = 4) with ™/4 slots and fingerprints of length L.
What is the maximum load factor a where the success probability
of inserting n = am items is at least 99%?



A Lower Bound

Theorem: For cuckoo filters to behave “close enough” to regular
cuckoo hashing, and therefore reach the theoretical maximum
load factor, we must have

L = Q((log n) / b).
Recall: To achieve false positive rate €, we need to have
L=Igelt+1+1gh.

In practice, picking a modest choice of € (say, € = 1/32) is sufficient
to satisfy the lower bound with b = 4 and n < 2%,

In theory, cuckoo filters only use ©(lg 1) bits per element if either
e drops as n increases, or we increase b and our lookup times are
allowed to increase.

This means that cuckoo filters are “practically” better than a
Bloom filter for most choices of €, but only theoretically better
than a Bloom filter if € = 0(1) as a function of n.



To Summarize



The Cuckoo Filter (b = 4)

Maintain an array whose size is a power of two and
that has at least 0.27n slots, each of which can hold
four fingerprints of size Ig €' + 3, all initially empty.

Pick a fingerprinting function f from items to
fingerprints.

Pick a hash function h: from items to slots, and a hash
function ha from fingerprints to slots (excluding zero).

Define h2(x) = hi(x) & ha(f(x)).

For each item x to store, compute its fingerprint f(x)
and insert f(x) into the table using the normal cuckoo
hashing insertion algorithm.

To see if x is in the table, compute f(x) and see if it’s in
the table in either slot hi(x) or ha2(x).



The Story So Far

* Cuckoo filters require at most three hashes per
query, compared with 1g €! for the Bloom filter.
They also have markedly better cache locality.

 For € = 27, in practice, cuckoo filters use less
space than Bloom filters.

* This is a practical, drop-in replacement for a

Bloom filter for small choices of &.

Bits Per Element Hashes/Query
Bl Filt
0(0113701) ot 1.44 1g ¢! lg €'
Cuckoo Filter, b =4 1.021ge! + 3.06 3

(2014)

(for sufficiently small €)




The Story So Far

* In Theoryland, cuckoo filters require us
to decrease € or increase b as n
Increases.

* Question: Is there a way to improve on
Bloom filters, both practically and in
Theoryland?

Bits Per Element Hashes/Query

Bloom Filter _ 4
(1970) 1.44 1g ! lg €

Cuckoo Filter, b =4 1.021ge! + 3.06

(2014) (for sufficiently small €) 3




Next Time

 Invertible Bloom Lookup Tables

* Solving a seemingly impossible problem
extraordinarily simply.

* XOR Filters
* A totally different strategy for AMQ.
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